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Introduction

This technical guide shows how users can manage their SurePassID security tokens that are compatible

with SurePassID Authentication Server.
SurePassID Authentication Server increases the security of online identities and significantly improves an

organization’s resistance to identity theft attacks such as phishing. It addresses the real-world demand
of strong authentication, making it easier to use while helping to reduce deployment and management

costs.



Prerequisites

Before you start

Complete the following steps before configuring SurePassID ServicePass to work with SurePassID
Authentication Server:

e You will need an Android or iOS capable device such as a mobile phone or tablet.
e QOpen and configure a SurePassID Authentication Server account. If you have not already done
SO, open an account at www.SurePassID.com.

e Your system admin needs to install ServicePass.

What is SurePassID ServicePass?

SurePassld ServicePass is a web-based self-service portal that allows you to manage your One-
Time Password (OTP), Card Security Codes (dCVV, dCVC) and FIDO U2F security tokens.
ServicePass is delivered in both an out-of-the-box installable image that allows for simple
stylistic changes such as CSS style sheets and corporate logo’s as well as an open source
solution that can be completely customized and enhanced for any possible support situation.

ServicePass offers users all the functionality they need to manage their strong authentication
tokens eliminating the costs associated with help desk calls.

Supported Tokens

ServicePass supports all the security tokens that SurePassID Server supports.
Soft Tokens:

e SurePassID Mobile Authenticator (OATH & Card Security Codes)

e SurePasslID Desktop Authenticator

e SurePasslID Push OTP Technologies (SMS, Email, SMS challenge response, U2F)
e Mobile OTP

e SurePassID Google Authenticator

e SurePassID FIDO U2F Virtual Devices


http://www.surepassid.com/

Hard Tokens:

e SurePassID TapID

e SurePasslD Display Card

e SurePassID TaplD Treo

e SurePassID OTP Key FOB

e OATH compatible tokens

e FIDO U2F compatible tokens

Capabilities
ServicePass offers all the functionality users need to manage their soft and hardware tokens.
The system provides the following capabilities:

e Token Registration

e Token Synchronization

e Lost Token Disablement and Re-Issuance
e Automated Notifications

e Password Change & Reset

e SurePassID APl Advanced features

e Integration into 3" Party applications

Depending on the system configuration by your system administrator, all of these capabilities
may or may not be present for you when you log into ServicePass.



SurePassID ServicePass Login

Enter the SurePassID URL into your browser and you will be presented with the following login form:

ServicePass Portal

SurePass

Welcome to the ServicePass Logln

self-service portal.

The portal will allow you to Username: |Larry
manage all of your security

tokens. Passwaord: (sssssssssss

To login to the portal you must

first enter your username, Login
password and press the Legin

button.

Forgot Password?
If you do not know your password

press the Forgot Login button to
start the password recovery
process.

ServicePass Login

Enter your Username and Password and press the Login button. If your credentials are accepted you
will be presented with the following two-factor form:



Mark: — O
{? ServicePass = Login x

& (= | & Secure | https//fcsurepassid.com T fi’| &l

surepaSS @ ServicePass Portal

e Performing U2F Login....

Welcome to the ServicePass
self-service portal.

Your are almost logged in. To Logln
complete the login process you
will need to use a second factor of
authentication. You can use:

e Soft (mobile) token Orne Time Passcode {OTP]:I:| ﬁ <) —' .==

* Hard token (key fob)
* Fido U2F token | Verify Passcode || Verify Fido U2F Token |

Username: |Larry |

If you do not have one of these
tokens (or this is the first time you
have logged in) you can click one
of the icons to th right of the One
Time Passcode (OTP) to send
yourself a passcode via SMS text,
voice call, email, SMS text
guestion.

After entering your your passcode
press the Verify Passcode button
to complete the login process.

If you are using a Fido U2F token
you shoud press the flashing
button on your Fido U2F token. If
the Fido UZF token fails to get you
in, press the Verify Fido U2F
Token button and press the
flashing light on your Fido U2F
token.
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NOTE: Depending on how the system is configured you might not be required to use the two-factor
form to log in. You will see the home page instead.



ServicePass Portal

Sure

e in usi |
Welcome to the ServicePass Complete your login using a second factor.

self-service portal.

Login
Your are almost logged in. To 9
complete the login process you
will need to use a second factor of Username: | LArry
authentication. You can use:

» Soft (mobile) token One Time Passcode (OTPY: I:I B < bl ¢
» Hard token (key fob)

-+ Fido U2F token

If you do not have one of these
tokens (or this is the first time you
have logged in) you can click one
of the icons to th right of the One
Time Passcode (OTP) to send
yourself a passcode via SMS text,
voice call, email, SMS text
question.

After entering your your passcode
press the Verify Passcode button
to complete the login process.

If you are using a Fido U2F token
you shoud press the flashing
button on your Fido U2F token. If
the Fido UZF token fails to get you
in, press the Verify Fido U2F
Token button and press the

flashing light on your Fido U2F
token.

S AAAR AT CovmnPmr et d S A mimdabe e an

You will need to securely login to your account using a two-factor authentication method. One such
method is to use a One-Time Passcode (OTP). These are the following passcode choices:

View a passcode on a token (hardware or soft) assigned to your account.
Click the “* to receive a temporary passcode via Email.

Click the E to receive temporary passcode via SMS.

Click the ™“ receive a temporary passcode via voice call.

Enter the passcode into the One-Time Passcode (OTP) field and press the Verify Passcode button.

Alternatively, you can click the & to send a challenge question to the user’s phone. The user confirms or
denies access on their phone to allow or deny access to the system and then presses the Continue
button and the user will be logged in and the SurePassID Home form will be displayed.



You can also login with a FIDO U2F token if it is already registered to SurePassID and you are using a
FIDO U2F certified web browser such as Chrome or Firefox.

If you have already registered a FIDO U2F key for this site, then the system will automatically look for
the FIDO U2F token and make it blink. You just need to press the button on the FIDO U2F token and you
will be logged in (if you have the correct token of course!).

Just insert your U2F token, wait for the token to blink, and then press the button on the token. If the
token is valid for your account the SurePassID Home form will be displayed. If the login fails, you can
click the Verify U2F button to re-attempt U2F authentication.

If you do not remember your password you can click the Forgot Password link (if it is present by sys
admin configuration) to perform a password recovery. The password recovery process is a two-step
process. The first step is you will receive a password recovery email with a password recovery link.
Clicking the password recovery link will enable you to change your password.

After successfully logging into the system you will see the ServicePass home screen as shown below.



SurePassID ServicePass Home Page

To create a consistent and easy user navigation experience, ServicePass forms are all structured the
same way with several distinct sections. Each page is divided into discrete sections. The home page is
divided into the following:

e Information Section (gray background) — For the home page, this is comprised of the following
sub-sections:

o Page Information — Information that describes the purpose of the page and the
available options for the user. Most ServicePass pages only have one Page Information
sub-section.

o Token List — List of tokens (by serial number) assigned to the user. The currently
selected token is highlighted. This is a feature of the home page only.

o Token Action Bar — Actions that can be performed on the currently selected token. This
is a feature of the home page only.

e Action Bar — Actions the user can take on the currently selected token. All ServicePass pages
have an Action Bar.

e Token Information — Detailed information about the currently selected token such as token
type, token status, etc. All ServicePass pages have a Token Information section.

The sections are depicted in the page shown below.

< > 0O | 8 surepassid.com Y | = Z 0

ServicePass Portal

SurePass

= F Action Bar
Activate Tok Disable Tok Logoff
Select one of your tokens from the Clvale Joten [sable Token

list below. You can then use the

menu buttons on the top of the TSFT-0000450

form to perform an action on the

selected token. When you are Token Type: SurePassID Authenticator Token
done press the Logoff . Your Token Information
tokens are shown below: TokenlD: 1DbX4-1i0s8-2cpn1

D TSFT-0000450 One Time Passcode Type: | Time (Oath})

D TSFT-0000451 Status: Enabled

o

[ TSFT-0000457

Token List

Token Action Buttons

Add Mobile Token | [ Add U2F Token
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Adding a Mobile Token

If your administrator has allowed you to add a mobile token to your account you can press the Add
Mobile Token button to add a new mobile token to your account as shown below:

(Marict — O =
&J ServicePass z My Tokens X

& C | & Secure | https//fc.surepassid.com/main.aspx hd

SurePass

| Activate Token

ServicePass Portal

| Disable Token || Logoff |

Select one of your tokens from the
list below. You can then use the
menu buttons on the top of the TSFT-0000450
form to perform an action on the
selected token. When you are
done press the Logoff button. Token Type: SurePassID Authenticator Token
Your tokens are shown below:
TokenlD iDbX4-1i0s8-2cpn1

One Time Passcode Type: Time (Oath)
: TSFT-0000450 Status: Enabled

[ TSFT-0000451

g‘szr—ooeom

&—S:T,Q(\Qo-ﬁ_‘?

| Add Mobile Token |§ Add U2F Token

© 1999-2017 SurePassld Corp. All rights reserved.

After you have added a mobile token, the new token will be added to the token list and highlighted as
the currently selected token. Pressing the Activate Token button in the action bar will guide you
through the steps to activate your mobile token allowing you to access other systems such as VPN,
Windows Login, Linux Login, web sites, etc.

Activating mobile tokens will require to first install a mobile authenticator app on your mobile device
such as the SurePassID Authenticator, Google Authenticator, or other OATH OTP compliant mobile app.
ServicePass will give you instructions on how to do this as part of the activation process in the Activating
Mobile Tokens section.

Note: The mobile token type that is added (SurePassID Authenticator, Google Authenticator, etc.) is
determined by your system administrator that configured ServicePass.



Adding a FIDO U2F Token

If your administrator has allowed you to add a U2F token to your account, you can press the Add U2F
Token button to add a new U2F token as shown below.

Mark: _ [m] P
& ServicePass : My Tokens X

&« C | & Secure | httpsy//fc.surepassid.com/main.aspx ¥

ServicePass Portal

SurePass

| Activate Token || Disable Token || Logoff |

Select one of your tokens from the
list below. You can then use the

menu buttons on the top of the TSFT-0000450

form to perform an action on the
selected token. When you are -
done press the Logoff button. Token Type: SurePass|D Authenticator Token
Your tokens are shown below:
TokenlD: IDbX4-110s8-2¢cpn

One Time Passcode Type: Time (Oath)
[] TSFT-0000450 Status: Enabled
[] TSFT-0000451
&P TSFT-0000456
[] TSFT-0000457
&P TSFT-0000458
&P TSFT-0000459
&P TSFT-0000462
[] TSFT-0000473
&P TSFT-0000474
&P TSFT-0000475

| Add Mobile Token I Add U2F Token |I
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After adding a FIDO U2F token to your account, you can add a FIDO U2F key to your FIDO U2F token list
allowing you to use your FIDO U2F token to login to the ServicePass site as well as other SurePassID
protected FIDO U2F sites and apps.

The Adding FIDO U2F Key section will provide you with the instructions you need to add a FIDO U2F key
to your FIDO U2F token list.

Note: The FIDO U2F token type that is added (such as SurePassID TaplID Treo FIDO U2F token) is
determined by your system administrator that configured ServicePass.



Adding FIDO U2F Key

A FIDO U2F key is a binding between an origin URL, such as https://servicepass.surepassid.com, and
your user account at that URL. After adding a FIDO U2F key for a particular origin to your FIDO U2F
token list, you can then use that FIDO U2F token to login to that URL.

@ ServicePass = My Tokens X

& (€] | & Secure | https:;//fcsurepassid.com/main.aspx b ¢

surepas S @ ServicePass Portal

| Disable Token H Register U2F Key || Logoff |

Select one of your tokens from the

list below. You can then use the

menu buttons on the top of the + Your token has been registered for this account.
form to perform an action on the

selected token. When you are

done press the Logoff button. TSFT-0000456

Your tokens are shown below:

Token Type: |SurePassID TaplD Treo |

TokenID: [WKf8-cFb36-iGigT |

One Time Passcode Type: U2F (Fida)
Fldo Key Name: Mot registered yet
Status: Enabled

[ TSFT-0000450
[ TSFT-0000451
& TSFT-0000456
(] TSFT-0000457
&P TSFT-0000458
&7 TSFT-0000459
& TSFT-0000462
[ TSFT-0000473
&P TSFT-0000474
& TSFT-0000475

Add Mobile Token || Add U2F Token
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https://servicepass.surepassid.com/

Removing U2F Key

To remove a FIDO U2F key from your FIDO U2F token list press the Delete U2F Key button as shown
below.

_ O e
@ ServicePass = My Tokens X

<« (& | B Secure | httpsy//fcsurepassid.com/main.aspx hr g

surePaSS @ ServicePass Portal

| Disable Token i| Delete U2F Key ‘ILogoﬁ
| S—

Select one of your tokens from the
list below. You can then use the
menu buttons on the top of the # This key is currently registered to this account
form to perform an action on the

selected token. When you are

done press the Logoff button. TSFT-0000456

Your tokens are shown below:

Token Type: ‘SurePass\D TaplD Treo |

TokenlD: VYK fB-cFbS6-iGiq7 |
(] TSFT-0000450

One Time Passcode Type:
E TSFT-0000451
&P TSFT-0000456
| -

(] TSFT-0000457
&¥ TSFT-0000458
&7 TSF1-0000459
&7 TSFT-0000462

[ TSFT-0000473
&P TSFT-0000474
&Y TSFT-0000475

Add Mobile Token | Add U2F Token
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When the token is successfully removed, you will see the following form below.



&9 ServicePass : My Tokens X

Mari O

&« c | & Secure | httpsy//fcsurepassid.com/main.aspx

#| @

‘ Disable Token H Register U2F Key H Logoff |

Select one of your tokens from the

list below. You can then use the

menu buttons on the top of the # Key has been removed from this account.
form to perform an action on the

selected token. When you are

done press the Logoff button. TSFT-0000456

Your tokens are shown below:

Token Type: |Su rePass|D TaplD Treo |

TokenlD:

VYKTB-cFb56-iGiqT |

[] TsFT-0000450
[ TsFT-0000451
&P TSFT-0000456
[] TsFT-0000457
&F TSFT-0000458
& TSFT-0000459
&F TSFT-0000462
[] TsFT-0000473
&P TSFT-0000474
&P TSFT-0000475

One Time Passcode Type: U2F (Fido)

Fldo Key Name: Mot registered yet
Status: Enabled

Add Mobile Token || Add U2F Token
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SurepaSS @ ServicePass Portal

This token can no longer be used for this URL.




Activating Mobile Tokens

Activating a mobile token is the process of taking a mobile token that is assigned to your account and
adding that mobile token to a mobile token app on your mobile device where the token can generate
passcodes for only your account.

SurePassID ServicePass can activate SurePassID mobile tokens the following ways:

e Instant Activation — Click an instant activation link on your mobile device (SMS or mobile email)
and the token will be instantly activated on your mobile device without user interaction.

e Scan QR Code — Use the mobile token app on your mobile device to scan a QR code for a mobile
token.

e Manual — Enter the mobile tokenID into the SurePassID Authenticator app.

Besides activating a token while you are logged into ServicePass, your system administrator can send
you an activation message via email or SMS. The activation message will contain a link for Instant
Activation or QR Code Activation and may not require you to login to ServicePass.

What is Instant Activation?

Instant Activation is a method of installing SurePassID Authentication tokens using over-the-air
provisioning. This means the user can just click on a token activation link and the following steps will
happen:

1. SurePassID ServicePass will automatically launch on the mobile device
2. The token will be pulled down from the server, installed into SurePassID ServicePass and locked
from further activations.

Instant Activation requires that the link must be clicked on the user’s mobile device. The link can be
displayed on a mobile browser web page, embedded in an email, or in an SMS text message. SurePassID
provides you many different and efficient methods to implement for very large organizations.

The instant activation link will be in the format of:

https://<surepass _installation>/oath-ota-provision/<tokenid>

For example:
https://sandbox.surepassid.com/oath-ota-provision/pLxP0-NOkz1-dxgol

HINT: This is the easiest and most secure way to add a SurePassID mobile token to the mobile token
app.

NOTE: If you are using SurePassID Server installed in your datacenter, (not in the cloud) then you will
need to use the SurePassID Mobile Connector or ServicePass to allow users to activate their tokens.



Activating

To start the activation process, press the Activate Token button from the home page as shown below:

Bl - o x
&F ServcePaas s My Tokeny X

+ C | § Secure | hope/fosurepassid.com/man asgs T = i

SurePass ()

Activate Token | Disable Token || Logotf

Select one of your tokens from the
list below, You can then use the
men buttons on the top of the .

form to perform an act ;Eln on the TSFT-0000450
selected token. When you ane

dane press the Legell button Token Typae

Wour tolens are showm Below

ServicePass Portal

SurefassiD Authenticator Tolen

Taken|Ck Db - 16048-2epn 1
b Typ (T [OW1R)
| Crsrroooosso | s frabied

TSFT-0000451

&7 TSFT-0000456
: TSFT-0000457
#" SFT-0000458
7 TSFT-0000459
¥ TSFT-0000462

[ TSFT-0000473
ST TSFT-0000474
#' CFT-0000475%

-

Add Mobils Teken | Add U2F Tekan
S 1999-2007 SurePazsid Comp. Al rights reserasd




Then you will see the following form:

@) ServicePass : Activate b > - O

&< = O ‘ localhost:53529/activate.aspx hig ‘

surepass @ ServicePass Portal

Please enter your Tokenid and a e Activate Mobile Token
friendly name for this account
such as Production Email or
Remote VPN Access

Tokenld: BkWB6-0Nb55-ZQ3B3

The friendly name is displayed on Name for this token: ‘TSFT-OUHOS

the mobile authenticator app to
make it easy to remember what
account this token is for.

If you do not specify a friendly

name the token serial number will
be used as default.

Download SurePassID Authenticator:  Android  Apple i0S

© 1999-2017 SurePassld Corp. All rights reserved.




If you need to download the SurePassID Authenticator press the appropriate download link for your
mobile operating system and then install the SurePassID Authenticator mobile app.

Note: If the mobile token to be activated is a Google Authenticator token, then the download links will
change to the Google Authenticator download.

Note: Your system administrator might have sent you an email or SMS notification that takes you
straight to this page. For example: https://servicepassurl/activate.aspx?tokenid=<tokenid> where tokenid

is the mobile tokenlID.

Press the Activate button and the following form will be displayed:

&J ServicePass : Activate v X 4 = O X

&« — O | localhost ij | = :/. Q

ServicePass Portal

SurePass

Please enter your Tokenid and a @ Activate Mobile Token

friendly name for this account
such as Production Email or

Remote VPN Access ¥ Scan the QRCode into the authenticator app on your mobile device.

The friendly name is displayed on Tokenld: 90x53-XEAX3-ZCCNA
the mobile authenticator app to
make it easy to remember what Name for this token: TSFT-001334

account this token is for.
Download SurePassID Authenticator: Android  Apple i0S

fyou do not specify a friendly ) _
name the token serial number will nstant Activation link displayed below:

be used as default. https://sandbeox.surepassid.com/oath-ota-provision30x53-XEAX3-ZCCN4 =

Code From Mobile App To Verify: | ‘ | Verify Code

it o] e (Eah e e © 1999-2017 SurePassld Corp. All rights reserved.

This system was configured to allow you to activate the mobile token via Instant Activation, QR Code
Activation and Manual Activation. Here are the steps to follow for each method:

NOTE: Not all activation methods may be available to you depending on system administrator choices.

Instant Activation


https://servicepassurl/activate.aspx?tokenid=%3ctokenid

Click the B8 icon to the left of the Instant Activation link URL. This will send the Instant
Activation link URL to your mobile device via SMS.

Once you receive the SMS message, click on the link. The SurePassID Authenticator mobile app
will start and download the mobile token and start generating codes.

Scan QR Code

1.

2.

Start the SurePassID Authenticator app on the target mobile device. In this example, we will use
the Android version

The current SurePassID Authenticator has a (+) button in the lower right to add a new token.
Press the (+) button and a menu will be displayed.

Select Scan QR Code for Account from the menu. The SurePassID Authenticator is now waiting
for a bar code to scan. Use a bar code scanning app on the mobile phone or download a bar
code scanning app from your app store.

Manual Entry

1.

Start the SurePassID Authenticator app on the target mobile device. In this example, we will use
the Android version.

The current SurePassID Authenticator has a (+) button in the lower right to add a new token.
Press the (+) button and a menu will be displayed. On an iOS device, the button will be top
right.

Select Download From Cloud and enter the Token ID.

To verify and finalize activation of your mobile token, select the token in the SurePassID Authenticator
App (or Google Authenticator), enter the displayed code for the account you just downloaded into the
Code From Mobile App To Verify field and press the Verify Code button as shown below. If your token

is configured correctly, you will see the following form:



{F servicePass - Activate b X 4

& - 0

Please enter your Tokenid and a
friendly name for this account
such as Production Email or
Remote VPN Access

The friendly name is displayed on
the mobile authenticator app to
make it easy to remember what
account this token is for.

If you do not specify a friendly
name the token senal number will
be used as default.

SurePass!

¥ |

ServicePass Portal

@ Activate Mobile Token

# The code you entered has been verified.

Tokenld: 90x53-XEAX3-ZCCN4

Name for this token: TSFT-001334

Download SurePass|D Authenticator:  Android  Apple iOS

nstant Activation link displayed below:

https://sandbox.surepassid.com/oath-ota-provision90x53-XEAX3-ZCCN4 =

Code From Mobile App To Verify: [257919 | [ venify Code |
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You are all set!!

Press the icon to return to the home page.




Installing the SurePassID Authenticator App

To install the SurePassID Authenticator mobile application, follow these steps.

Download the SurePassID Authenticator app from the Play Store (Android) or iTunes (i0S) and follow the
instructions to install on your mobile device. You can find the SurePassID Authenticator app by
searching for SurePassID Authenticator as shown below.

Vi jons [ surepassi X+ - o
e % O ‘ E] play.google.com/store/search?q=surepassid%20authenticator j? ‘ = :f: ﬁ

B inPrivate

[ Oplickertinim bt SN
' Google Play  surepassid authenticator [ o | =

Entertainment Search  Allresults v ) e
Apps

Movies & TV ADDS

SurePass|D Authenticator
SurePasslD Corporatior

Music

Books

Newsstand
FREE

Devices

Account
Redeem

Send gift

Add credit

My wishlist

My Play activity

Parent Guide




Select the SurePassID Authenticator and you will see the form below.

& SurePassid Authentication S B SurePassiD Authenticatc X -+ - o
& [69) ‘ B  play.google.com/store/apps/details?id=com.surepassid.otp.authenticator Die

G Try Google Play with Chrome - NO THANKS
Chrome is a fast owser with updates built in
B GooglePlay  searcn [ a | [ sanio |

E Apps Categories v Home Top Charts New Releases [>] fe]

My apps

Shop
SurePass|D Authenticator

Games SurePassID Corporation Tools

<
Family € Everyone

Editors’ Choice

[l Add to Wishlist

Account
Redeem
Send gift
Add credit

My wishlist
My Play activity

Parent Guide

Click Install.



